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(54) An analogue mobile telephone system 

(57) On establishing communication, the mobile telephone system requests a password from the caller. The 
caller then transfers a spoken password to the system. The system receives the password in speech 
recognition equipment which identifies the received speech. After identification, the password is checked 
against a password stored in advance. If these passwords agree, a signal is transferred to a home location 
register which in turn transfers a signal to the mobile telephone system that the call is allowed. The home 
location register can also transfer to the mobile telephone system regarding limitations in the rights of the 
telephoning party to communicate with other subscribers in the mobile telephone system or to telephone 
systems and/or services connected to the mobile telephone system. 



Password 




Spa^ch recognition 
•quipmant wh«r« th« 
paaivord is eh«ek«d 



t 



-m- "Exchange "- 



PSTN 



J 



o 

CD 

ro 
oo 
oi 

ro 



Password 
, i . ^ [Handset 



HLR 



OK 



Open 



Speech recognition 
equipment where the 
password is checked 







service ^ 


MS 









MIX 




BR - 






t 



'Exchange' 
I 



PSTN 



# 



•2285200 



1 

AN ANALOGUE MOBILE TELEPHONE SYSTEM 

The present invention relates to an analogue mobile 
telephone system and, in particular, an arrangement and 
method for the authentication of a user of the mobile 
telephone system. 

Authentication systems are known and are used in many 
different ways in telephony. For example, banks use 
numerical codes which are transferred with the aid of tone 
signals. It is also known to utilise other tone signals 
which are transmitted from an equipment system. The 
transmission of information between a transmitter and a 
receiver by utilising, for example, smart cards, is also 
known. When smart cards are used, a communication is 
established between the smart card and an equipment which 
is adapted to authenticate the user. In addition to 
authentication by smart cards, a password can also be 
requested from the user. 

In older mobile telephone systems, for example NMT 
(Nordic Mobile Telephone System) , the incidence of fraud is 
on the increase. In the USA, for example, it is estimated 
that fraud, in some form, amounts to approximately 10 % of 
turnover. The main reason why these older analogue systems 
are more exposed to fraud, than the more modern systems, is 
that the designs/specifications for the older analogue 
mobile telephone systems were established well before the 
problems associated with fraud ever arose. 

The older analogue mobile telephone systems frequently 
use the telephone number of the mobile telephone for 
identifying the person who wishes to make a call. In this 
case, the mobile telephone exchange uses the transmitted 
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telephone number. When analogue mobile telephone systems 
were introduced, this did not constitute a problem. 
However, due to advanced technical developments in this 
field, it is now possible for users to reprogramme their 
5 own telephone and to monitor the figures which are sent 

between a mobile telephone and an exchange. 

It is, therefore, possible for less scrupulous persons 
to reprogramme a telephone to another telephone number. 
Calls which are' then established from the reprogrammed 

10 telephone will be debited to the customer who has the 

subscription and whose telephone number the swindler is 
using. The subscriber who is debited for these fraudulent 
calls which he/she will undoubtedly refuse to acknowledge, 
will very probably have disputes with the network operator. 

15 The subscriber will not be prepared to pay for the 

fraudulent calls and, at the same time, the network 
operator will not want to lose the related income. The 
network operator must also take into account the fact that 
dissatisfied subscribers can elect to leave the system, 

20 i.e. cancel his/her subscription, if suitable compromises 

cannot be found to the problem. Furthermore, reliable 
measures must be introduced into the network to eliminate 
the problems which have arisen. The risk of subscribers 
leaving the older systems, because of these problems, is 

25 obviously something that a network operator must consider. 

Also, the subscribers who elect to leave the older systems 
because of these problems may be seized with doubts 
regarding the newer systems. The effect of this is that 
existing customers could be lost forever, or at least for 

30 a long time. In addition, a bad reputation for older 

mobile telephone systems may give rise to a bad reputation 
for the newer mobile telephone systems because, in many 
cases, the customers do not recognise, and/or understand, 



the differences between the different mobile telephone 
systems. 



The invention provides an authentication arrangement 
for an analogue mobile telephone system comprising mobile 
stations, base stations and control units for establishing 
communication between a person who utilises a mobile 
station and a receiving subscriber, characterised in that, 
the arrangement includes request means for requesting, on 
setting-up the communication, a verbal password from said 
person utilising the mobile station, speech recognition 
means for receiving and checking the verbal password, and 
transmission means for transmitting, on receipt of a 
correct password by the speech recognition means, a signal 
to a home location register, and in that the home location 
register, on receipt of the signal from the transmission 
means, arranges for the communication to be established 
between the said person and the receiving subscriber. 

The speech recognition means preferably include a 
store for storing the said person's current password and 
comparison means for comparing the verbally transmitted 
password with the stored password, the transmission of the 
said signal to the home location register being effected on 
authentication of the password of the said person. 

The speech recognition means may be adapted to 
recognise the voice of the said person. 

In a prefered arrangement, the home location register 
is adapted to inform the mobile telephone system of any 
limitations in the rights of the said person to establish 
communication with other persons. These limitations 
include non-availability of selected routing number zones, 
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and/or international telephony. 

The invention also provides an analogue mobile 
telephone system including an authentication arrangement as 
outlined in any of the preceding paragraphs. 

5 The invention further provides an authentication 

method for an analogue mobile telephone system comprising 
mobile stations, base stations and control units for 
establishing communication between a person who utilises 
the mobile station and a receiving subscriber, 

10 characterised in that, the method includes the steps of 

receiving a verbal password from the said person utilising 
the mobile station, authenticating the verbal password and, 
on receipt of an authenticated password form the said 
person, allowing the said person to establish communication 

15 with the receiving subscriber. 

The method preferably includes the steps of switching 
a call from a mobile station to speech recognition means, 
causing a connection to be established between the speech 
recognition means and the mobile station, the speech 

20 recognition means establishing verbal contact with, and 

requesting a password from, the person making the call and, 
on receipt of the verbally transmitted password from the 
said person, comparing the password with a stored password 
for the said person, authentication of the password 

25 allowing the said person continued communication. 

The switching of the call to the speech recognition 
means can be effected on initiation of a call from the 
mobile station, or when certain predetermined services are 
selected by the person making the call from the mobile 
30 station, in which case, the method includes the step of 



storing the numbers sent out from the mobile telephone of 
the person making the call pending authentication of the 
password of the calling person. The predetermined services 
may include certain routing zones and/or international 
telephony. 

The connection of a mobile station to the speech 
recognition means may only be effected when the person 
making a call from a mobile station requires the use of 
certain predetermined functions in the network, in which 
case, the method includes the step of establishing contact 
between the mobile station and the speech recognition means 
utilising a special directory number. 

The method may also include the step of authenticating 
the number of the mobile station as ' well as the verbally 
transmitted password from the person making the call . 

The invention further provides an analogue mobile 
telephone system comprising mobile stations, base stations 
and control units for establishing communication between a 
person who utilises the mobile station and a receiving 
subscriber, characterised in that, authentication of said 
person is effected by the method according to the present 
invention . 

Thus, in accordance with the present invention, an 
analogue mobile telephone system includes mobile stations, 
base stations and control units, and means are provided for 
authenticating the' identity of a person, i.e. a calling 
subscriber of the system, who is utilising a mobile station 
to establish a communication with a receiving subscriber 
who may be located in the mobile telephone system, or in a 
telephone system connected to the mobile telephone system. 



The authentication must be effected before establishing a 
connection with the receiving subscriber. When the calling 
subscriber requests connection to the mobile telephone 
system via his base station, the mobile telephone system 
5 requests a password from the subscriber in question. The 

subscriber gives the password verbally. The password is 
received by speech recognition equipment which is arranged 
in the mobile station. The speech recognition equipment 
which is trained to recognize the current password, checks 

10 if the correct password has been received. If the right 

password is received, a signal is transmitted to the home 
location register. The home location register, on receipt 
of the transmitted signal, arranges for the communication 
to be established between the calling subscriber and the 

15 receiving subscriber 

In accordance with one aspect of the present 
invention, an increased security check is provided by 
arranging for the speech recognition equipment to be 
trained to the voice of the subscriber. 

20 In a further aspect of the present invention, the home 

location register informs the mobile telephone system of 
any limitations in the rights of the subscriber to 
establish communication with other persons. This may mean, 
for example, that international telephony is not allowed, 

25 or that certain telephone numbers are blocked. 

Thus, in accordance with the present invention, 
increased security can be provided for older analogue 
mobile telephone systems. This means that the risk of 
frauds can be significantly reduced. The risk of false 
30 programming is greatly reduced through the invention. The 

possibility of monitoring and utilising codes which are 



transmitted through the air is also minimized. Due to the 
fact that the invention permits a simple exchange of 
passwords, the risk of unauthorized utilisation of the 
latter is minimized. In the case of some unauthorized 
person misappropriating the password, it is also simple to 
quickly change the password. 

Also, the transfer a verbal word' is much simpler than 
typing in a figure combination on the push buttons, or the 
like, on the subscriber's telephone. Furthermore, when use 
is being made of the telephone whilst driving a car, the 
transfer of a verbal password gives rise to increased 
safety. 

The foregoing and other features according to the 
present invention will be better understood from the 
following description with reference to the single figure 
of the accompanying drawings which illustrates, in the form 
of a block diagram, an analogue mobile telephone system 
according to the present invention. 

With an analogue mobile telephone system (see the 
single figure of the accompanying drawings) , when a person 
intends to establish communication with another person over 
the mobile telephone system, the person establishing the 
call will activate his/her mobile' station, MS. The mobile 
station, MS, transmits signals, in a manner known to 
persons skilled in the art, to a base station, BS, which is 
connected to the mobile telephone exchange, MTX. The base 
station, BS, receives the signals and activates the 
switching functions of the mobile telephone exchange, MTX. 

In one embodiment of the present invention, as 
illustrated, in the single figure of the accompanying 
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drawings, a connection is made, via the mobile station, MS, 
utilising a telephone handset, directly to speech 
recognition equipment. The speech recognition equipment 
establishes verbal contact with the person calling. On 
5 establishment of contact, the speech recognition equipment 

requests a password from the person making the call. On 
receipt of the request, the person making the call gives 
the password. The speech recognition equipment analyses 
the verbally transmitted password by comparing it with a 

10 password stored ..in the speech recognition equipment. If 

the password is identified as corresponding to the stored 
password, it is approved by the speech recognition 
equipment. After approval has been effected, a signal is 
transmitted from the speech recognition equipment to a home 

15 location register, HLR. The home location register 

transfers a signal to the mobile telephone exchange, MTX, 
which indicates that the person is approved for further 
telephoning . 

In another embodiment of the present invention, the 
20 switching of the call to the speech recognition equipment 

is only effected when certain predetermined services are 
selected. This can, for example, relate to certain routing 
number zones, or international telephony. When the 
subscriber initiates these functions, by dialling on 
25 his/her mobile telephone, the mobile telephone exchange, 

MTX, switches the call over to the speech recognition 
equipment. The numbers which are sent out from the mobile 
telephone subscriber are stored in the mobile telephone 
exchange, MTX, while waiting for the speech recognition 
30 equipment to identify the caller. As outlined above, the 

speech recognition equipment requests a verbal password 
from the caller. Recognition is carried out, in the manner 
outlined above, after which an approval signal is 
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transferred to the home location register, HLR. The home 
location register, HLR, then transmits a signal to the 
mobile telephone system that the requested communication 
should be established. The mobile telephone system then 
arranges the setting up of the call to the requested 
subscriber, or service. 

In a further embodiment of the present invention, the 
person with a mobile station calls the speech recognition 
equipment via a" special directory number. With this 
arrangement, connection to the speech recognition equipment 
is only intended to be effected in those cases where it is 
wished to utilise certain predetermined functions in the 
network. Thus, with this arrangement, the predetermined 
functions could, for example, be certain preprogrammed 
subscriber numbers, or services, that would be stored in 
the system. After the password checks have been effected, 
in the manner outlined above, a signal is transferred back 
to the home location register, HLR, which specifies that 
the selected functions can be utilised. The home location 
register, HLR, transfers the information to the mobile 
telephone system which registers what is allowed. In a 
variant of the invention, it is also possible for the home 
location register, HLR, to transfer information to . the 
mobile telephone system relating' to the subscriber number 
to which the mobile station should be switched. 

In a further embodiment of the present invention, the 
mobile telephone system also receives information relating 
to the desired subscriber number in addition to the speech 
recognition function. In this case, the subscriber number 
is transferred to the home location register, HLR, which, 
after checking the verbal password of the subscriber, also 
checks the requested subscriber number. The approved 



subscriber number is then transferred to the mobile 
telephone system which carries out the requested setting-up 
of the call. 

The speech recognition equipment can be arranged in 
5 different ways, depending on the nature of the security 

arrangements required for the analogue mobile telephone 
system. In a first variant, the speech recognition 
equipment is trained to recognize the password from 
anybody. If a "greater security level is aimed at, the 
10 speech recognition equipment is trained to recognize the 

password only from a person, or persons, authorized to 
utilise the system. 

It will be directly evident to persons skilled in the 
art that the invention is not limited to the illustrated 
15 and described embodiments but could be realised in many 

different ways within the scope of the patent claims and 
the basic inventive concepts. 



CLAIMS 



1. An authentication arrangement for an analogue mobile 
telephone system comprising mobile stations, base stations 
and control units for establishing communication between a 
person who utilises a mobile station and a receiving 
subscriber , characterised in that, the arrangement includes 
request means for requesting, on setting-up the 
communication, a verbal password from said person utilising 
the mobile station, speech recognition means for receiving 
and checking the verbal password, and transmission means 
for transmitting, on receipt of a correct password by the 
speech recognition means, a signal to a home location 
register, and in that the home location register, on 
receipt of the signal from the transmission means, arranges 
for the communication to be established between the said 
person and the receiving subscriber. 

2. An arrangement as claimed in claim 1, characterised in 
that, the speech recognition means include a store for 
storing the said person's current password, and comparison 
means for comparing the verbally transmitted password with 
the stored password, the transmission of the said signal to 
the home location register being effected on authentication 
of the password of the said person. 

3. An arrangement as claimed in claim 1, or claim 2, 
characterised in that the speech recognition means are 
adapted to recognise the voice of the said person. 

4. An arrangement as claimed in claim 1, characterised in 
that, the home location register is adapted to inform the 
mobile telephone system of any limitations in the rights of 
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the said person to establish communication with other 
persons . 

5. An arrangement as claimed in claim 4, characterised in 
that, the limitations include non-availability of selected 
routing number zones, and/or international telephony. 

6. An authentication arrangement for an analogue mobile 
telephone system substantially as hereinbefore described 
with reference to the single figure of the accompanying 
drawings . 

7 . An analogue mobile telephone system including an 
authentication arrangement as claimed in any one of the 
preceding claims. 

8. An authentication method for an analogue mobile 
telephone system comprising mobile stations, base stations 
and control units for establishing communication between a 
person who utilises the mobile station and a receiving 
subscriber, characterised in that, the method includes the 
steps of receiving a verbal password from the said person 
utilising the mobile station, authenticating the verbal 
password and, on receipt of an authenticated password from 
the said person, allowing the said person to establish 
communication with the receiving subscriber. 

9. A method as claimed in claim 8, characterised in that, 
the method includes the steps of switching a call from a 
mobile station to speech recognition means, causing a 
connection to be established between the speech recognition 
means and the mobile station, the speech recognition means 
establishing verbal contact with, and requesting a password 
from, the person making the call and, on receipt of the 
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verbally transmitted password from the said person, 
comparing the password with a stored password for the said 
person, authentication of the password allowing the said 
person continued communication. 

10. A method as claimed in claim 9, characterised in that, 
the switching of the call to the speech recognition means 
is effected on initiation of a call from the mobile 
station. 

11. A method as claimed in claim 9, characterised in that, 
the switching of the call to speech recognition means is 
effected when certain predetermined services are selected 
by the person making the call from the mobile station, the 
method including the step of storing the numbers sent out 
from the mobile telephone of the person making the call 
pending authentication of the password of the calling 
person . 

12. A method as claimed in claim 11, characterised in 
that, the predetermined services include certain routing 
zones and/or international telephony. 

13. A method as claimed in claim 9, characterised in that, 
connection to the speech recognition means is only effected 
when the person making a call from a mobile station 
requires the use of certain predetermined functions in the 
network, the method including the step of establishing 
contact between the mobile station and the speech 
recognition means utilising a special directory number. 

14. A method as claimed in any one of the preceding 
claims, characterised in that, the method includes the 
steps of authenticating the number of the mobile station as 



well as the verbally transmitted password from the person 
making the call. 

15, An authentication method for an analogue mobile 
telephone system substantially as hereinbefore described 
with reference to the single figure of the accompanying 
drawings . 

16. An analogue mobile telephone system comprising mobile 
stations, base stations and control units for establishing 
communication between a person who utilises the mobile 
station and a receiving subscriber, characterised in that, 
authentication of said person is effected by a method as 
claimed in any one of the claims 8 to 15. 
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